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Motivation

 Forensic process relies on the scientific
method

 Analysis of digital evidence is highly
subjective
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Problem Statement

Digital Forensics is in need of a deterministic
approach to obtain the most judicious conclusions
from evidence
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Differential Analysis

« Method of data comparison used for reporting
differences between two digital objects

* Need differential analysis to limit the amount of
evidence that is needed

Baseline Final
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Differential Analysis

* Noise .
« Hidden Data 't
 Reducing the noise

Wisdom
Principles

Information
Relations

Noise Detection
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1. Nunamaker, N.J.J., Romano J., Briggs, R. A Framework for Collaboration and Knowledge Management. in Proceedings of the 34th
Annual Hawaii International Conference on System Sciences, January 2001.

UNIVERSITY OF KANSAS STATE

SOUTH FLORIDA UNIVERSITY



Probabilistic Models

 Assess the degree of certainty for which
hypotheses and evidence can be linked

Cause ﬁ Effect
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Classical Probability
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bayesian Network
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Dempster-Shafer Theory

Possible Forms of Intrusion

Phishing _
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Event Reconstruction Models

Pop-up Error
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Back-Tracing Event States
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Attack Graphs
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Discussion

 Differential Analysis
— Noise
* Probabilistic Models
— Prior probabilities
— Niche scenarios
* Event Reconstruction
— Limited attack presentation
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Conclusion

Forensics is in need of a deterministic approach to obtain the

most judicious conclusions from evidence

* |dentification of limitations in current models
* Reasoning analysis architecture

* Prior probability dataset
— File hashes
— Machine states
— Probability metrics

* Admissibility
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