
The Digital Forensics Education Initiative 
● We are creating a scientifically grounded digital 
forensics curriculum consisting of an introductory 
course and an advanced course, with 
accompanying labs.

● We aim to distribute our curriculum materials to 
institutions around the world for use in their own 
digital forensics courses.

If B is unknown, then A and C are dependent on each other. 
If B is known, then A and C are independent of each other. A 
and C are conditionally independent of each other given B.

If B is known, then A and C are 
conditionally independent. 

If B is unknown, 
then A and C are 
independent. If B is 
known, A and C 
can influence each 
other. 

The growing role of digital evidence has created a  
demand for skilled digital forensics examiners. As 
that need has gone unfulfilled, a related demand 
has appeared: the need for a standardized digital 
forensics curriculum. While standards have been 
proposed by various organizations, widespread 
adoption has so far proved unsuccessful.

To further the development of standards in digital 
forensics education, we are creating a two-
course curriculum. We offered the introductory 
course in Fall 2013, and again in revised form in 
Fall 2014. This Spring, we are offering the pilot 
version of the advanced course. The materials 
have been designed by faculty from multiple 
disciplines and have been created in a modular 
and adaptable for use in institutions ranging from 
community colleges to traditional four-year 
universities.
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Background

Conclusion

● Key Challenge: often, there is not a robust 
scientific basis for the way evidence is evaluated 
in digital forensics investigations.

● Solution: we decided it was necessary to 
educate students on scientific techniques 
applicable to digital forensics.

● We decided on a multidisciplinary approach to 
developing the lecture content and lab exercises.

● The introductory course is a survey of 
interdisciplinary topics important to 
understanding digital forensics as a whole.

● The advanced course provides a more technical 
exploration of advanced computer and network 
forensics concepts.
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Scientific Model
The curriculum continually touches on the need to 
bring the rigor of the scientific method into the 
evaluation of evidence. Below is an example of 
material on logical reasoning covered in the 
courses.
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